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a b s t r a c t 

The prevention of intrusion is deemed to be a cornerstone of network security. Although excessive work 

has been introduced on network intrusion detection in the last decade, finding an Intrusion Detection 

Systems (IDS) with potent intrusion detection mechanism is still highly desirable. One of the leading 

causes of the high number of false alarms and a low detection rate is the existence of redundant and 

irrelevant features of the datasets, which are used to train the IDSs. To cope with this problem, we pro- 

posed a double Particle Swarm Optimization (PSO)-based algorithm to select both feature subset and 

hyperparameters in one process. The aforementioned algorithm is exploited in the pre-training phase for 

selecting the optimized features and model’s hyperparameters automatically. In order to investigate the 

performance differences, we utilized three deep learning models, namely, Deep Neural Networks (DNN), 

Long Short-Term Memory Recurrent Neural Networks (LSTM-RNN), and Deep Belief Networks (DBN). Fur- 

thermore, we used two common IDS datasets in our experiments to validate our approach and show 

the effectiveness of the developed models. Moreover, many evaluation metrics are used for both binary 

and multiclass classifications to assess the model’s performance in each of the datasets. Finally, intensive 

quantitative, Friedman test, and ranking methods analyses of our results are provided at the end of this 

paper. Experimental results show a significant improvement in network intrusion detection when using 

our approach by increasing Detection Rate (DR) by 4% to 6% and reducing False Alarm Rate (FAR) by 1% 

to 5% from the corresponding values of same models without pre-training on the same dataset. 

© 2019 Elsevier B.V. All rights reserved. 
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. Introduction 

In today’s world, we are facing a big data era, where the Inter-

et of Thing (IoT) devices are embedded, connected, and produce

 big volume of data. Hence, they mount up challenges to the se-

urity in both academia and industry. As a result, a variety of mal-

are variants and threats are newly emerging at a faster pace, but

e cannot deal with them within due golden time with existing

pproaches [1] . 

In the open literature, the network intrusion can happen when

n intruder launches one or more of potential attacks by utiliz-

ng system vulnerabilities to gain unauthorized access to user’s

nformation or to make the system down. Undeniably, there are

any attacks can be initiated in computer networking such like

rute Force, Port Scanning, Denial of Service (DoS), Remote to Lo-

al (R2L), Probing (Probe), User to Root (U2R), etc. Notably, these
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E-mail addresses: wisam.elmasry@istanbulticaret.edu.tr (W. Elmasry), 

.akbulut@iku.edu.tr (A. Akbulut), azaim@ticaret.edu.tr (A.H. Zaim). 

 

v  

c  

d  

ttps://doi.org/10.1016/j.comnet.2019.107042 

389-1286/© 2019 Elsevier B.V. All rights reserved. 
ttacks can be executed along with any application, transport, and

etwork’s protocols such as HTTP, TCP, SMTP, UDP, FTP, ICMP, etc. In

rder to cope with such serious threats, it is recommended to em-

loy a Network-based Intrusion Detection System (NIDS). In gen-

ral NIDS is responsible for monitoring the entire network infras-

ructure and detecting any malicious activities [2] . 

In network security, there are two common detection methods

o NIDSs: signature-based detection and anomaly-based detection.

ignature-based detection (or also known as misuse detection) is

seful to use when only the attack signature (pattern) is known.

n contrast, anomaly-based detection can be used for either known

r unknown attacks. Moreover, NIDSs rely on the concept of ”traf-

c identification”, that is, extracting the useful features from the

aptured traffic flow, and then classifying the traffic record to ei-

her normal or attack by using one of previously trained machine

earning algorithm [3] . 

Nowadays, due to the power of computing machines, a big ad-

ance, particularly in the Artificial Intelligence (AI) area, is oc-

urred. Advanced technologies of machine learning, particularly

eep learning, are being applied in the security area, and new

https://doi.org/10.1016/j.comnet.2019.107042
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results and issues have been reported [4] . However, with deep

learning, we can significantly increase the accuracy and robust-

ness in the detection of attacks as well as operate detection sys-

tems without requiring deep security expert knowledge as before

Du et al. [5] . 

The aims and contributions of this research are four-fold, as fol-

lows: 

• We utilized a metaheuristic for selection of features and hyper-

parameters by employing a double PSO-based algorithm. 

• We performed a comprehensive empirical study on network in-

trusion detection to investigate the effectiveness of three deep

learning models with pre-training phase by leveraging a dou-

ble PSO-based algorithm. Our approach enhanced deep learning

models’ detection rate by 4% to 6% as well as decreasing false

alarm rate by %1 to 5% from the corresponding values of deep

learning models without pre-training phase. 

• We validated our approach by using NSL-KDD and CICIDS2017

datasets for both binary and multiclass classification tasks. 

• We included three comparative analyses and compared our

findings to the best results in the literature. In addition to that,

we used various evaluation metrics in order to give further

analysis and complete view of deep learning models’ perfor-

mance when using our approach. 

The rest of this paper is organized as follows. A summary of lit-

erature review is introduced in Section 2 . Section 3 presents the

proposed double PSO-based algorithm. Then, Section 4 explains

the methodology of our experiments and which models are used.

In Section 5 , we present a list of the used evaluation metrics

and their formulas for both binary and multiclass classifications.

Afterwards, Section 6 describes the used IDS datasets and their

characteristics in detail. The experimental results are analyzed in

Section 7 . Finally, we draw conclusions in Section 8 . 

2. Literature review 

Notably, dozens of previous work has been intensively re-

searched on using deep learning in network intrusion detection

in the last decade. Indeed, some of these articles have been used

feature selection prior to intrusion detection. Whereas, the most

previous works have been explored network intrusion detection

on the full feature set of the dataset. To start with studies with

feature selection, Tang et al. introduced a DNN model for network

intrusion detection in software defined networking [6] . It trained

on six selected features from NSL-KDD dataset and achieved a de-

tection rate equal to 76%. The Principle Component Analysis (PCA)

is used for feature transformation of NSL-KDD dataset [7] . Then,

the feature subset obtained from PCA is optimized using Genetic

Algorithm (GA) and PSO algorithms. The optimized features are

used along with a Modular Neural Network (MNN) model for net-

work intrusion detection. They obtained (DR = 98.2%, FAR = 1.8%) for

GA and (DR = 99.4%, FAR = 0.6%) for PSO. In the study Chae et al.

[8] , they proposed a feature selection method using Attribute Ratio

(AR). Then, they applied the proposed method on NSL-KDD dataset

to select the feature subset and tested the selected features on a

decision tree classifier. 

Wahba et al. proposed a hybrid feature selection method based

on Correlation based Feature Selection (CFS) and Information Gain

(IG) [9] . The proposed method is applied on NSL-KDD dataset and

a Naive Bayes classifier is trained on the selected features using

the Adaptive Boosting (AdaBoost) technique. A misuse detection

approach is presented using Classification And Regression Trees

(CART) [10] . The proposed model is applied on 29 features of NSL-

KDD dataset. In the study Eid et al. [11] , the authors have proposed

a hybrid Bi-Layer behavioral-based feature selection approach. The
roposed approach is evaluated on 20 selected features of NSL-

DD dataset. A feature selection method based on mutual infor-

ation is proposed and the optimal features are tested on a Least

quare Support Vector Machine-based IDS (LSSVM-IDS) over NSL-

DD dataset [12] . Although, they had 18 optimal features, but they

ained good results (DR = 98.76%, FAR = 0.28%). In the study [13] , an

DS has been proposed to detect malicious in computer networks.

he proposed IDS is validated on the CICIDS2017 dataset after a re-

ursive feature elimination is performed via random forest. Then,

 Deep Multilayer Perceptron (DMLP) model is applied on the se-

ected features and they got Accuracy equal to 91%. 

Naidoo et al. have introduced two-stage feature selection

ethod called Cluster Validity Indices [14] . In the first stage a K-

eans cluster algorithm is applied to NSL-KDD dataset to select

andidate feature subsets. Then, in the second stage a GA is uti-

ized to identify the optimal feature subset. An approach of feature

election is employed using univariate features selection associated

ith a recursive feature elimination using a decision tree classifier

15] . It was tested on 12 selected features of NSL-KDD dataset. In

he study [16] , they employed a SVM classifier to select multiple

eature subsets of NSL-KDD dataset. Then, they tested these sub-

ets on a SVM classifier for multi-class classification and recorded

he results (DR = 82%, FAR = 15%). Ganapathy et al. presented sev-

ral feature selection and classification methods in network in-

rusion detection [17] . They also proposed their own feature se-

ection approach and tested it along with multiclass SVM. In the

tudy Wang et al. [18] , they analyzed the problem of Gaussian-

istributed Wireless Sensor Network (WSN) and discussed effects

f various network parameters in intrusion detection. A network

ntrusion detection framework is presented in cluster-based WSN

nd a SVM classifier is used for classification [19] . 

Ahmad and Amin utilized PCA for feature transformation and

SO for feature selection [20] . Then, they used SVM for classifi-

ation over KDD CUP 99 dataset. A monitoring technique is pro-

osed for intrusion detection in Wireless Mesh Networks (WMN)

21] . They demonstrated optimal results in DR and resource con-

umption in WMN. In the study Staudemeyer and Omlin [22] , they

ntroduced a feature selection mechanism which was based on

ustom feature preprocessing. They reported that their mechanism

ay miss many important features. A features selection algorithm

as proposed based on record to record travel and SVM is applied

n KDD CUP 99 dataset for their experiments [23] . Feature selec-

ion method was proposed based on the cuttlefish optimization in

etwork intrusion detection [24] . Decision tree (DT) was applied

n the feature subset and they had improved performance in terms

f DR and FAR. Alom et al. investigated the effectiveness of utiliz-

ng Extreme Learning Machine (ELM) and Regularized ELM (RELM)

odels in network intrusion detection on NSL-KDD dataset [25] .

fter reducing the data dimensions from 41 to 9 essential features

ith 40% training data, they had a testing accuracy of 98.2% and

8.26% for ELM and RELM, respectively. 

Alternatively, there are many articles point out the success of

sing deep learning models in network intrusion detection with-

ut feature selection. Javaid et al. proposed a self-taught learning

odel in two stages, the first is sparse AutoEncoder (AE) for un-

upervised feature learning and the second is softmax regression

lassifier trained on the derived training data [26] . Their model

s applied on the NSL-KDD dataset, and they achieved accuracy

reater than 98%. A novel stacked non-symmetric deep AE clas-

ifier was presented for network intrusion detection on NSL-KDD

ataset (DR = 85.42%, FAR = 14.58%) [27] . In the study Potluri and

iedrich [28] , an accelerated DNN model is employed along with

Es and softmax layer to perform the fine tuning with super-

ised learning. They evaluated their model over NSL-KDD dataset

DR = 97.5%, FAR = 3.5%). An RNN-based intrusion detection system

s introduced and applied on NSL-KDD dataset (DR = 72.95%, FAR =
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.44%) [29] . Alom et al. examined the ability of DBN model to de-

ect anomalies on only 40% of NSL-KDD dataset and achieved ac-

uracy equal to 97.5% [30] . 

Liu and Zhang applied ELM into the learning process of DBN

odel, and evaluated DBN over NSL-KDD dataset (DR = 91.8%) [31] .

n ensemble deep learning model is presented which comprises

E, DBN, DNN, and ELM methods and validated over NSL-KDD

ataset (DR = 97.95%, FAR = 14.72%) [32] . In the study Qu et al. [33] ,

hey proposed a DBN-based model for network intrusion detection

ver NSL-KDD dataset with accuracy equal to 95.25%. Tsiropoulou

t al. have invistagated the problem of proactively protecting a pas-

ive RFID network from security threats imposed by intruders that

ntroduce high interference to the system [34] . Moreover, they pro-

osed a network control and management framework which can

e used in Internet of Things (IoT) environment to react against

alicious attacks, by minimizing if not totally eliminating the po-

ential damage. A novel IDS for the IoT that called SVELTE is de-

igned, implemented and evaluated [35] . The detection algorithms

n SVELTE Target routing attacks such as spoofed or altered in-

ormation, sinkhole, and selective-forwarding. They reported that

VELTE has a high performance in terms of DR and FAR as well as

 small overhead. The above mentioned discussion highlights the

mportance of feature selection and classification in network intru-

ion detection. Accordingly, developing a deep learning approach

or network intrusion detection that applying to the optimal fea-

ure subset with a high DR as well as a low FAR is still a big chal-

enge. 

. Proposed approach 

In this section, we introduce our metaheuristic-based intru-

ion detection approach. This technique extends our former work

36] by applying PSO-based algorithm in both feature and hyper-

arameter selection phases. The proposed algorithm will be used

ater in the pre-training phase to enhance the performance of deep

earning models in network intrusion detection. 

.1. Feature selection 

Principally, in any classification task, the feature space is a sub-

tantial factor that affects the performance of the classifier. Deter-

ining which features are significant to the classification task at

and is a hard process. In order to resolve this problem, a feature

ubset selection or sometimes called ”dimensionality reduction” is

seful to handle the process of removing unimportant features, e.g.

edundant and irrelevant features. Whereas, redundant features re-

er to duplicate much or all of the information contained in one or

ore other attributes, irrelevant features contain no information

hat is useful for the particular data mining task. The benefits of

eature selection are not limited to eliminating unimportant fea-

ures, but also extend to avoid the curse of dimensionality, reduce

oise, reduce the time and space required in data mining, and al-

ow easier visualization. Notably, feature selection leads to signif-

cantly improve the performance of the classifier in intrusion de-

ection, because the redundant and irrelevant features can confuse

he classifier and increase the number of misclassifications. Also, it

ould improve the computation efficiency by shortening the run-

ing time as well as simplifying the model’s structure [37] . 

One of the conventional feature selection methods is perform-

ng an exhaustive search to find the optimal feature subset which

ight take too long time [38] . Therefore, finding a good solution

ithin a reasonable amount of time rather than the optimal so-

ution is more interested in real-world applications. Recently, Evo-

utionary Computation (EC) techniques have been applied to ob-

ain the optimal or near-optimal solution of feature selection prob-

em. For instance, Genetic Algorithms (GAs) [39,40] , PSO [41–43] ,
enetic Programming (GP) [44,45] , and Ant Colony Optimization

ACO) [46,47] . Compared to other EC techniques, it has been shown

hat PSO is an effective algorithm for feature selection problems

41–43,48] because it is easier to implement and faster to converge

49] . After describing the background of PSO and its variations and

sage in feature selection, we present in Section 3.1.4 , the algo-

ithm that we used in our experiments for feature selection. 

.1.1. Continuous PSO 

PSO is a metaheuristic optimization algorithm for optimizing

on-linear functions in continuous search space. It was firstly pro-

osed by Eberhart and Kennedy in 1995 [50] , and was inspired to

imic the social behavior of birds or fish. The swarm is made up

f many particles, each of which is considered as a candidate so-

ution. Every particle i at current iteration t has three vectors of

ength N , namely, position, velocity, and personal best, where N is

he dimension of the problem. The position ( P i t ) identifies the cur-

ent position of that particle in the search space of the problem,

he velocity ( V i 
(t+1) 

) determines both of direction and speed of that

article in the search space at next iteration, meanwhile, personal

est ( P i 
best 

) indicates the best position of that particle that has been

ound so far. Moreover, another important vector for the swarm

alled global best ( Gbest ) which stores the best position that has

een explored over the swarm so far. The personal best vector for

ach particle and the global best vector for the swarm are updated

t the end of each iteration. Indeed, the personal best vector is

onsidered as the cognitive knowledge of the particle, whereas the

lobal best vector represents the social knowledge of the swarm.

athematically, the velocity and position vectors are updated to

ext iteration t + 1 according to Eqs. (1) and (2) , respectively. 

 

i 
t+1 = W × V 

i 
t + C 1 × r 1 (t) × (P i best − P i t ) + C 2 × r 2 (t) × (G best − P i t ) 

(1) 

 

i 
t+1 = P i t + V 

i 
t+1 (2) 

here W is the Inertia weight constant which controls the impact

f particle’s velocity at the current iteration on the next iteration

o not let the particle to get outside the search space. W constant

s usually ranged in [0.4,0.9]. C 1 and C 2 are constants and known

s acceleration coefficients. C 1 and C 2 constants are usually ranged

n [1,5]. Meanwhile, r 1 and r 2 are random values uniformly dis-

ributed in [0,1]. The goal of using C 1, C 2, r 1 and r 2 constants is

o scale both of cognitive knowledge and social knowledge on the

elocity changes. Accordingly, all particles will approach to the op-

imal solution of the problem. Finally, PSO checks the stop criterion

nd if one satisfied, PSO will output the global best vector as the

ptimal solution and terminates. Otherwise, PSO will proceed to

he next iteration and repeats the same procedure. The stop crite-

ion is occurred when either the improvement of the global best is

maller than stopping value ( ε) or the maximum number of itera-

ion is reached. 

.1.2. Binary PSO 

The traditional PSO works well for continuous domains, but it

ight bring negative effects on the results when dealing with dis-

rete space. Therefore, Kennedy and Eberhart introduced Binary

SO (BPSO) algorithm in 1997 to overcome this problem [51] . Un-

ike PSO, in the BPSO, the position, personal best, and global best

ectors are represented by binary strings, that is, all vector’s ele-

ents are restricted to 0 or 1. Also, the velocity vector in BPSO

hows the probability of the corresponding element in the position

ector taking value 1. Mathematically, Eq. (1) is still applied to up-

ate the velocity vector at each iteration. Afterwards, the sigmoid

unction in Eq. (3) is employed to transform V i 
(t+1) 

into the range

f [0,1]. Then, BPSO updates the position vector for each particle
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by using Eq. (4) , where rand () is a random number selected from

a uniform distribution in [0,1]. 

S(V 

i 
t+1 ) = 

1 

1 + e −V i 
t+1 

(3)

P i t+1 = 

{
1 , i f rand() < S(V 

i 
t+1 ) 

0 , otherwise 
(4)

It has been reported that the traditional BPSO algorithm suffers

from two main drawbacks [52] . The first is the particle’s position at

the next iteration solely depends on the velocity vector. So, there

is a need for a new way to compute the new particle’s position

taking into account the influence of current particle’s position. The

second is there is a big chance that BPSO has a premature conver-

gence while maintaining the general diversity. Therefore, there is

also a need to change the velocity updating formula to let the par-

ticle move constantly towards the best solution. As a result, Zhou

et al. [52] proposed a new binary PSO algorithm named Fitness

Proportionate Selection Binary Particle Swarm Optimization (FPS-

BPSO) to solve the two aforementioned drawbacks. FPSBPSO up-

dates the particle’s velocity and position at the next iteration ac-

cording to Eqs. (5) and (6) , respectively Zhou et al. [52] . 

 

i 
t+1 = 

{ 

mr, i f n 0 = 0 

1 − mr, i f n 1 = 0 

n 1 
n 0 + n 1 , otherwise 

(5)

P i t+1 = 

{
1 , i f rand() < V 

i 
t+1 

0 , otherwise 
(6)

Where mr is the algorithm’s free parameter, n 0 is the number of

zero-valued of the corresponding bits of the particle’s current po-

sition, the particle’s personal best, and the global best vectors, and

n 1 is the inverse of n 0 and can be calculated using (3- n 0 ). Rather

than FPSBPSO algorithm resolved the drawbacks of BPSO, it also

has been shown that FPSBPSO improved the results of optimiza-

tion problems, especially in the case of feature selection process

[52] . Furthermore, the FPSBPSO is easier to be tuned than BPSO,

because it has only one parameter. They concluded that the value

of 0.01 is a good choice for mr parameter in most cases. Finally,

the binary PSO generally outperforms the continuous PSO in the

feature selection problem due to the fact that the feature selec-

tion problem occurs in a discrete search space [53] . Therefore, we

will exploit the binary PSO in our design of the feature selection

method. 

3.1.3. BPSO In feature selection 

In general, any of feature selection methods needs an evaluation

process to measure the goodness of the candidate feature subsets.

Obviously, BPSO algorithm utilizes a predefined fitness function to

handle this duty by computing the fitness score for every particle

in the swarm. Thus, based on whether the fitness function involves

a learning algorithm or not, Langley [54] grouped them into two

broad categories: filter-based approaches and wrapper-based ap-

proaches. The filter-based approaches select features without us-

ing a learning algorithm as an evaluation criterion. On the other

hand, the wrapper-based approaches construct a classifier to test

the candidate feature subset on unseen data in the evaluation pro-

cedure. In spite of wrapper-based approaches usually achieve bet-

ter results than filter-based approaches in feature selection prob-

lem [55] , but they are computationally expensive especially when

the number of feature are large [45] . However, the filter-based ap-

proaches are the most preferred in feature selection tasks because

they argued to be computationally less expensive and more general

[38,56] . For this reason, we focused in our study on filter-based ap-

proaches. 
Further, the desired goal of feature selection methods is to

iscover the optimal feature subset that is the smallest one as

ell as it could achieve the highest classification accuracy. Accord-

ng to this perspective, the feature selection is basically a multi-

bjective optimization problem, and it produces several trade-off

olutions (feature subsets) [57] . The single-objective feature selec-

ion method is with full contradictory with the multi-objective one

here the former can solely generate one optimal feature subset

55] . In our study, we focused only on the single-objective feature

election methods because the nature of our approach which re-

uires to produce one optimal feature subset without any interfer-

nce of the user. 

There are several single-objective filter-based feature selection

ethods have been proposed in the literature. It was reported

hat the two proposed methods in the study of Cervante et al.

53] proved their efficiency and superiority over others [55] . They

eveloped two single-objective filter-based feature selection meth-

ds using BPSO and information theory. The first evaluates the rel-

vance and redundancy of the selected feature subset by measur-

ng the mutual information of each pair of features. Mathemati-

ally, the fitness function of the first method can be obtained using

q. (7) [53] . 

 itness 1 = α1 × D 1 − (1 − α1 ) × R 1 (7)

here 

 1 = 

∑ 

x ∈ X,c∈ C 
I(x ; c) , 

 1 = 

∑ 

x i ,x j ∈ X 
I(x i ; x j ) 

here X is the set of the selected features and C is the set of class

abels. D 1 calculates the relevance of the selected feature subset to

he class labels by determining the mutual information between

ach feature and the class labels. On the other hand, R 1 evaluates

he redundancy contained in the feature subset by indicating the

utual information shared by each pair of selected features. The

oal of using Fitness 1 is to select a features subset with maximum

elevance to the class labels and simultaneously with minimum

edundancy to each others. Meanwhile, the second method deter-

ines the relevance and redundancy of the selected feature subset

y measuring the entropy of each group of features. Mathemati-

ally, the fitness function of the second method can be obtained

sing Eq. (8) [53] . 

 itness 2 = α2 × D 2 − (1 − α2 ) × R 2 (8)

here 

 2 = 

∑ 

c∈ C 
IG (c| X ) , 

 2 = 

1 

| S| 
∑ 

x ∈ X 
IG (x |{ X/x } ) 

here X and C is as same as defined in Eq. (7) . D 2 indicates the

elevance between the selected features and the class labels by cal-

ulating the information gain (entropy) in the class labels given

nformation of the selected features. R 2 evaluates the redundancy

ontained in the selected feature subset by measuring the joint en-

ropy of all the selected features. Fitness 2 is a maximization fit-

ess function which minimizes the redundancy ( R 2 ) and simulta-

eously maximizes the relevance ( D 2 ). In addition to that, α1 and

2 are weight parameters that are constant values ranged in [0,1].

hese parameters are used to control the importance of the rel-

vance and redundancy of the selected features to improve the

erformance of the proposed methods. The experimental results

howed that the proper value of these parameters is 0.8 or 0.9.
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Fig. 1. The flowchart of FPSBPSO-E algorithm. 
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lthough the first method produces a smaller feature subset, the

econd method reduces significantly the number of features and

chieved higher classification accuracy [53] . Therefore, we have se-

ected the second method as a basis of our feature selection algo-

ithm in Section 3.1.4 . 

.1.4. FPSBPSO-E Algorithm 

We introduce a single-objective filter-based feature selection al-

orithm using FPSBPSO and Entropy (FPSBPSO-E). It works similar

o the second method described in the previous subsection, but

ith one major difference. Instead of using the traditional BPSO,

e employed the FPSBPSO algorithm to update the particle’s posi-

ion and velocity vectors. This pivotal modification will avoid pre-

ature convergence and enhance the overall performance in the

eature selection process. Fig. 1 shows the flowchart of FPSBPSO-E

lgorithm. 

Firstly, the algorithm makes up a swarm with a specified num-

er of particles. Every particle is represented by a binary string

hich its length is equal to the size of all available features in

he dataset. In the binary string, the value of each bit indicates

hether the corresponding feature is selected or not, that is, value

1” means that the feature is selected and ”0” otherwise. Next, the

lgorithm initializes the position and velocity of each particle ran-

omly. After that, the algorithm executes the following steps: it

omputes the fitness score for each particle by using Eq. (8) on the

raining set of the given dataset. Moreover, it updates the personal

est vector for each particle as well as updates the global best vec-

or of the swarm. Then, for each particle, it updates each bit of the

article’s velocity vector according to Eq. (5) along with updating

ach bit of the particle’s position vector according to Eq. (6) . Fur-

hermore, it checks the stopping criterion whether is satisfied or

ot. We determined two different stooping criterion, the first is

eaching the predefined number of iterations, whereas the second

s the improvement of the global best vector’s fitness score is less

han the predetermined threshold ( ε). If any of these conditions

s met, then the algorithm returns the global best as the optimal

olution, reduces the original dataset by keeping only the selected

eatures and removing the others, and terminates. Else, the algo-
ithm begins the next iteration and repeats the same steps until

he stopping criterion is reached. The FPSBPSO-E algorithm have a

omplexity of O ( pnlog ( n )) where n is the initial population size and

 is the number of iterations. 

.2. Hyperparameter selection 

Although deep learning models may increase the training time

ue to their complexity, they outperform the traditional machine

earning algorithms in terms of performance. Nevertheless, their

erformance relies extremely on the selected values of hyperpa-

ameters. Hence, the critical concern when using one of these deep

earning models is how to adjust its hyperparameters properly. Ba-

ically, the hyperparameters of a deep learning model are the set

f fundamental settings that control the behavior, architecture and

erformance of the model in the underlying task. The problem is

hat the values of these hyperparameters are varying from task to

ask, and prior knowledge of these values is required to set them

ust before the learning process begins. To overcome this prob-

em, several exhaustive search techniques [58–60] are utilized to

nd the best values manually in a trail-and-error manner. In spite

hat the former techniques have been gained good results in many

ases, but they take too long time to finish and are infeasible in

arge and complex search space. In contrast, using EC techniques

uch as GAs [61–65] and PSO [66–69] to select the best values of

yperparameters automatically is recently widely explored. It has

een shown that PSO is superior to other EC techniques for hyper-

arameter selection problem due to its simplicity and generality

70] . 

Recently, Elmasry et al. [71] proposed a novel PSO-based algo-

ithm for hyperparameter selection. This study has attracted signif-

cant attention, because the proposed algorithm is consistent and

exible to any given deep learning model. The former PSO-based

lgorithm discovers the optimal hyperparameter vector that maxi-

izes the accuracy over the given training set. In addition to that,

t sustains the generality where the user is in charge of identifying

he desired hyperparameters. Regarding the functionality, it con-

ists of four sequential phases which are preprocessing, initializa-
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Table 1 

The defined hyperparameters and their domains. 

Hyperparameter Domain Type 

Learning rate [0.01,0.9] Continuous 

Momentum [0.1,0.9] Continuous 

Decay [0.001, 0.01] Continuous 

Dropout rate [0.1,0.9] Continuous 

Number of hidden layers [1,10] Discrete with step = 1 

Numbers of neurons of hidden layers [1,100] Discrete with step = 1 

Number of epochs [5,100] Discrete with step = 5 

Batch size [100,1000] Discrete with step = 50 

Optimizer Adagrad, Nadam, Adam, Adamax, RMSprop, SGD Discrete with step = 1 

Initialization function Zero, Normal, Lecun uniform, Uniform, Glorot uniform, Glorot normal, He uniform, He normal Discrete with step = 1 

Layer type Dropout, Dense Discrete with step = 1 

Activation function Linear, Softmax, Relu, Sigmoid, Tanh, Hard sigmoid, Softsign, Softplus Discrete with step = 1 
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tion, evolution, and finishing phases. It starts with the preprocess-

ing phase where the user sets the main parameters of PSO as well

as defines a list of the desired hyperparameters and their default

domains. They defined twelve hyperparameters, namely, learning

rate, decay, momentum, number of epochs, batch size, optimizer,

initialization function, number of hidden layers, layer type, dropout

rate, activation function, and number of neurons of the hidden

layer. Equally important, the first eight of them are global parame-

ters that are fixed in the model. Meanwhile, the last four parame-

ters are layer-based which vary from layer to layer. Table 1 shows

the defined hyperparameters and their default domains [71] . The

training set of the particular dataset is split into two separate parts

using a hold-out sampling technique with 66% for training only

and 34% for validation. Also, the user specify the type of the learn-

ing model he wants to use. 

Next, in the initialization phase, the algorithm initializes the

position and velocity vectors for each particle in the swarm ran-

domly. After that, the algorithm enters the evolution phase by ex-

ecuting the following steps: it computes the fitness score for each

particle by constructing the deep learning model that tuned by the

selected hyperparmeters, training the model on the training only

set, and computing the accuracy of the trained model over the val-

idation set. Further, it updates the personal best vector for each

particle as well as updates the global best vector of the swarm.

Then, for each particle, it updates the velocity vector according to

Eq. (1) along with updating the position vector according to Eq. (2) .

Furthermore, it checks the stopping criterion whether is satisfied

or not. If the stopping criterion is met, the algorithm outputs the

optimized hyperparameters vector, and terminates in the finishing

phase. Otherwise, it begins the next iteration and repeats the same

previous steps till converging. Fig. 2 depicts the flowchart of the

PSO-based algorithm for hyperparameter selection. 

Since the PSO-based hyperparameter selection algorithm com-

putes fitness function for each particle, updates each particleâs

personal best vector and finally updates the global best vector for

the swarm regarding all iterations, the complexity become O ( n 4 ).

To emphasize the computational overhead, we benefited from

Rosenbrock function to reveal the performance of the FPSBPSO-E

algorithm, and we observed that it was more consistent but less

sensitive to the choice of hyperparameters where PSO-based hy-

perparameter selection algorithm produced better results than any

other alternative. But it has a slower convergence on locating the

global minimizer. When comparing both approaches PSO-based hy-

perparameter selection algorithm requires almost double resource

and execution time against FPSBPSO-E algorithm. 

3.3. Double PSO-based algorithm 

The double PSO-based algorithm is a hierarchical multipur-

pose optimization algorithm. It is a top-down algorithm consists
f two levels. The upper level for feature selection that utilizes

he FPSBPSO-E algorithm, whereas the lower level for hyperpa-

ameter selection that exploits PSO-based algorithm explained in

ection 3.2 . The user is responsible to enter all required operat-

ng parameters in the two levels separately. Afterwards, the dou-

le PSO-based begins in the upper level and receives the original

ataset which has the complete set of features ( D ) as an input.

he FPSBPSO-E algorithm produces the reduced dataset which has

nly the selected feature subset ( D 

∗) as an output. Then, the double

SO-based algorithm moves down to the lower level and receives

he type of deep learning model ( M ) along with a copy of D 

∗ as in-

uts. The PSO-based algorithm finds out the optimal hyperparam-

ter vector ( H 

∗) for M as an output. Finally, the double PSO-based

lgorithm outputs both D 

∗ and H 

∗ then terminates. Fig. 3 shows

he mechanism of the proposed algorithm. 

. Experimental setup 

We carried out two main empirical experiments, each of them

n one of datasets described in Section 6 . Indeed, each experiment

s done twice, firstly for a binary classification, then for a mul-

iclass classification task. Moreover, in each experiment, The per-

ormance of three deep learning models in network intrusion de-

ection is validated on the particular dataset. In the next subsec-

ions, we explain the methodology of executing our empirical ex-

eriments as well as the description of each model. 

.1. Methodology 

Our methodology is designed to be obvious and straightfor-

ard. It consists of four consecutive phases, namely, preprocess-

ng, pre-training, training, and testing phases. The details of these

hases are presented in the following subsections. Fig. 4 depicts

he diagram of our methodology. 

.1.1. Data preprocessing 

Initially, we performed data preprocessing on the particular

ataset by applying data numericalization and normalization pro-

esses. The first constraint of our experiments; most of the ma-

hine learning models can only work with numerical values for

raining and testing. Therefore, it is necessary to convert all non-

umerical values to numerical values by performing a data numer-

calization. Indeed, in the literature, there are two methods to per-

orm data numericalization. The first is called ”one-hot encoding”

hich gives each type of the nominal attribute a different binary

ector. For instance, in NSL-KDD dataset, there are three nominal

eatures, namely, ’protocol_type’, ’service’, and ’flag’ features. For

protocol_type’ feature, there are three types of attributes, ‘tcp’,

udp’, and “icmp’, and its numeric values are encoded as binary

ectors (1,0,0), (0,1,0) and (0,0,1). Similarly, the feature “service”
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Fig. 2. The flowchart of the PSO-based algorithm for hyperparameter selection. 

Fig. 3. The mechanism of the double PSO-based algorithm. 

Fig. 4. The methodology diagram of the experiments. 
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Table 2 

The main operating parameters of the double PSO-based algorithm. 

Parameter Domain Selected value 

Feature selection Hyperparameter selection 

FPSBPSO-E Continuous PSO 

Swarm size [5,40] 20 40 

Minimum velocity ( V min ) {0,1} – 0 

Maximum velocity ( V max ) {0,1} – 1 

Acceleration coefficients ( C 1 , C 2 ) [1,5] – 1.43 

Inertia weight constant ( W ) [0.4,0.9] – 0.69 

Maximum number of iterations [30,50] 30 50 

Stopping threshold ( ε) [0.001,0.0001] 0.0001 0.001 

Free parameter ( mr ) [0,1] 0.01 –

Weight parameter ( α2 ) [0,1] 0.9 –
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has 70 types of attributes, and the feature “flag” has 11 types of at-

tributes. Continuing in this way, 41-dimensional features map into

122-dimensional features after transformation. The second method

is what we used in this paper in such manner that for each nom-

inal feature, its values are ordered alphabetically. After that, the

ordered nominal values are converted to numerical values by as-

signing specific values to each variable ranged in [1, length of the

list] (e.g. ’icmp’ = 1, ’tcp’ = 2 and ’udp’ = 3). 

Compared with one-hot encoding method, we prefer to use

the second method because it has many advantages. The second

method does not increase the number of features because every

transformed nominal feature is represented by one value. In con-

trast, one-hot encoding method increases the number of features

because every transformed nominal feature is represented by a bi-

nary vector which its length depends on number of the nominal

feature’s values. As a result, the architecture of the models when

using the second method will be simpler than when using one-

hot encoding method that because the model’s inputs will be less.

Thus, the second method will decrease the time needed to train

and test the model. 

Then, data normalization process is taken place when all nu-

meric features in the dataset (including the transformed nominal

features) are mapped into [0,1] linearly by using Min-Max trans-

formation formula in (9). 

x i = 

x i − Min 

Max − Min 

(9)

Where x i is the numeric feature value of the i th sample, Min and

Max are the minimum and maximum values of every numeric fea-

ture, respectively. 

4.1.2. Pre-training 

The pre-training phase is imperative to employ the proposed

double PSO-based algorithm. Hence, the preprocessed dataset ob-

tained from the previous phase is passed along with the type of

deep learning model as inputs to the proposed algorithm. Once

the double PSO-based algorithm finished, it outputs the optimal

hyperparameter values of the used model as well as the reduced

version of the particular dataset. These outputs are delivered to

the next phases for further processing. Table 2 shows the values of

main operating parameters of the proposed algorithm. The selected

values are gained by performing a grid search for each parame-

ter in its predefined domain. In addition to that, the domains are

recommended in many theoretical and empirical previous studies

[72,73] . 

Regarding the feature selection process using FPSBPSO-E algo-

rithm in the upper level of the proposed algorithm, we listed in

Table 3 the selected feature subset and feature reduction rate for

each dataset. The Feature Reduction Rate (FRR) gives information

about the fraction of number of features which is removed from

the complete set of features. It can be calculated according to
q. (10) . 

 RR = 1 − NumberO f SelectedF eatures 

NumberO f Al l F eatures 
(10)

Table 4 shows the values of the global hyperparameters as-

ociated for deep learning models on the corresponding datasets.

hese findings are obtained after finishing of the hyperparameter

election process using PSO-based algorithm in the lower level of

he proposed algorithm. The layer-based hyperparameters as well

s a brief explanation of each deep learning models are presented

n Section 4.2 . 

.1.3. Training and testing 

We construct the deep learning model and tune it by the

ptimal hyperparameters. The resulting model is trained on the

ull training set of the reduced dataset. Subsequently, the trained

odel is tested on the test set of the reduced dataset. Finally, the

lassification outcomes are stored for further processing later. 

.2. Models 

To accomplish the network intrusion detection on each of

he datasets, we utilized three well-known deep learning models,

amely, DNN, LSTM-RNN, and DBN. Indeed, there are many rea-

ons for choosing these models rather than other deep learning

echniques. Firstly, many review articles point out their success in

olving the network intrusion detection problem [74,75] . Further,

hey are common in the static classification tasks such like intru-

ion detection. Finally, the aforementioned models are widely used

n the literature, so our results can be compared easily. 

.2.1. DNN 

DNN merely models the Artificial Neural Network (ANN) but

ith many deep hidden layers [76] . Basically, DNN typically con-

ists of an input layer, one or more hidden layers, and an output

ayer. The hidden layers deemed to do the most important work

n DNN. Every layer in DNN consists of one or more artificial neu-

on in such a way that theses neurons are fully-connected from

ayer to layer. Moreover, the information is processed and prop-

gated through DNN in feed-forward manner, i.e., from the input

ayer to the output layer via the hidden layers. Fig. 5 presents the

esulting architectures of DNN for each dataset regarding binary

nd multiclass classifications. 

.2.2. LSTM-RNN 

Unlike traditional ANN, each neuron in any of the hidden lay-

rs of the RNN has additional connections from its output to it-

elf which so-called self-recurrent as well as to its adjacent neuron

t the same hidden layer. Therefore, the information circulates in

he network which practically make the hidden layers as a storage
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Table 3 

The feature selection of datasets. 

Dataset No. of features Selected features No. of selected features Selected features (%) FRR (%) 

NSL-KDD 41 1,2,3,5,6,23,25,30,32,37 10 24.39 75.61 

CICIDS2017 80 8,11,15,18,20,23,24,26,28,31,33,37, 

43,44,51,53,54,59,70,73,74,77,80 23 28.75 71.25 

Table 4 

The resulting global hyperparameter values. 

Hyperparameter NSL-KDD CICIDS2017 

DNN LSTM-RNN DBN DNN LSTM-RNN DBN 

Learning rate 0.4 0.2 0.09 0.1 0.06 0.01 

Decay 0.01 0.01 0.008 0.005 0.003 0.001 

Momentum 0.71 0.55 0.2 0.3 0.14 0.1 

Number of epochs 55 30 20 15 10 5 

Batch size 200 350 400 450 550 550 

Optimizer SGD Adagrad Adamax RMSprop Nadam Adam 

Initialization function Normal Lecun Uniform He normal Uniform Zero He uniform 

Dropout rate 0.5 0.4 – 0.25 0.1 –
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nit of the whole network. However, the traditional RNN’s struc-

ure suffers from inherent drawback known as gradient vanishing

nd exploding [77] . This serious problem often appears when RNN

s trained using the back-propagation method. It limits the use of

NN to be only in short-term memory tasks. In order to resolve

his problem, a Long Short-Term Memory (LSTM) structure is in-

roduced by Hochreiter and Schmidhuber [78] . LSTM uses a mem-

ry cell that is composed of four parts, namely, input gate, neu-

on with a self-recurrent connection, forget gate, and output gate.

hile, the main objective of using a neuron with a self-recurrent

s to record information, the goal of using three gates is to con-

rol the flow of information from or into the memory cell. It has

een reported that the LSTM-RNN model can be obtained easily

y replacing every neuron in the RNN’s hidden layers to an LSTM

emory cell [79] . 

Alternatively, to overcome the gradient vanishing and explod-

ng in the conventional RNN, Cho et al. [80] proposed a new so-

histicated gating mechanism which called Gated Recurrent Unit

GRU). The main distinction between LSTM and GRU is that GRU

as only two gates (update and reset) instead of three in LSTM.

hus, GRU only exposes the full hidden content without any con-

rol. Intuitively, the function of the update gate in the GRU is to

etermine how much of the previous information needs to be kept

round. On the other hand, the reset gate is responsible for decid-

ng how much of the previous information to forget. Indeed, GRU’s

erformance generally is on par with LSTM, but LSTM’s tend to do

etter than GRU in large datasets [81] . Fig. 6 depicts the resulting

rchitectures of LSTM-RNN for each dataset regarding binary and

ulticlass classifications. 

.2.3. DBN 

The Boltzmann Machine (BM) is an energy-based neural net-

ork model which consists of only two cascaded layers, namely,

he visible and hidden layers [74] . BM is a particular form of log-

inear Markov Random Field (MRF), and all its neurons are binary,

hat is, outputs either 0 or 1. Regarding BM’s structure, the neu-

ons are connected by undirected connections between the visible

nd hidden layers as well as between neurons at the same layer.

ecently, a customized version of BM is introduced and known as

estricted Boltzmann Machine (RBM) [82] . RBM is deemed to be

 kind of the stochastic generative learning model. It is nothing

ore than a BM without visible-to-visible and hidden-to-hidden

onnections, that is, the whole connection is only between the vis-

ble layer and the hidden layer. 
Hinton et al. [83] proposed in 2006 a generative probabilistic

eural network called DBN. From a structural point of view, DBN is

 deep classifier that combines several stacked RBMs to a layer of

ack Propagation (BP) [84] neural network. Meanwhile, the stacked

BMs is considered as the hidden layers of DBN, the BP layer is

he visible layer. In addition to that, the connectivity between all

idden layers in DBN is undirected connections. In contrast, the

ast RBM is connected to the visible layer by directed weights. In

he open literature, the conventional DBN has two sequential pro-

edures which are pre-training and fine-tuning. The pre-training

rocedure takes place by training all the hidden layers (RBMs) in

ayer-by-layer manner, i.e., it trains only one layer at a time with

he output of the higher layer being used as the input of the lower

ayer. In order to achieve that, a greedy layer-wise unsupervised

raining algorithm [85] is used along with unlabeled training data.

fterwards, the parameters of whole DBN are fine-tuned by us-

ng BP learning algorithm along with the labeled training data. Re-

ently, DBN has attracted much attention and used in many data

ining applications. Some of these applications uses DBN as an

nsupervised feature extraction and feature reduction model. In

his case, DBN has only the stacked RBMs without any BP layer.

n the other hand, some applications uses DBN for classification

asks, and in that case, DBN consists of several stacked RBMs along

ith a BP layer [86] . In this study, we used the DBN as a classifier

n each dataset. Fig. 7 shows the resulting architectures of DBN for

ach dataset regarding binary and multiclass classifications. 

Moreover, the term DBN 

k , where k denotes the number of RBM

ayers, is using to explain the structure of a DBN model. According

o our results, we got DBN 

3 (10-5-3-2), DBN 

2 (10-8-5), DBN 

2 (23-

4-2), and DBN 

4 (23-17-16-10-8) for the NSL-KDD (binary), NSL-

DD (multiclass), CICIDS2017 (binary), and CICIDS2017 (multiclass),

espectively. Regarding the iterations number, we also got 250, 350,

50, and 500 iteration numbers for the DBN models of the NSL-

DD (binary), NSL-KDD (multiclass), CICIDS2017 (binary), and CI-

IDS2017 (multiclass), respectively. 

. Evaluation metrics 

In this paper, we have performed our experiments for both bi-

ary and multiclass classification tasks. As mentioned in Section 6 ,

ach dataset has a mixture of normal (negatives) and various at-

acks (positives) samples. In binary classification, there are only

wo labeled classes, namely, normal and attack. Regardless to the

ttack type, the attack class contains the samples of all attacks in

ne class. On the other hand, the multiclass classification seeks to
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Fig. 5. DNN architectures (a) NSL-KDD (binary) (b) NSL-KDD (multiclass) (c) CICIDS2017 (binary) (d) CICIDS2017 (multi-class). 

Table 5 

The confusion matrix of binary classification of network in- 

trusion detection. 

Actual class Predicted class 

Normal Attack 

Normal TN FP 

Attack FN TP 
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not just detect a malicious connection but also to assign the cor-

rect type as well. As a result, the number of labeled classes varies

from dataset to another (normal class + n attack classes). In the fol-

lowing subsections, we introduce the binary and multiclass classi-

fications, and which evaluation metrics are used along with them. 

5.1. Binary classification 

Notably, there are four major outcomes can be gained from any

classification task, namely, True Positive (TP), True Negative (TN),

False Positive (FP) and False Negative (FN). Table 5 shows the pos-

sible confusion matrix when applying the network intrusion detec-

tion as a binary classification. 

Then, the four outcomes are utilized to compute 15 well-known

evaluation metrics to assess the performance of the deep learn-
ng model on the particular dataset. Some of the used metrics are

idely used in the previous studies that focused on network intru-

ion detection subject, so it would be easy for readers to compare

esults. The list of the evaluation metrics” definition and their cor-

esponding equations are as follows: 

• Accuracy is the rate of true classifications for all test set. 

Accuracy = 

T P + T N 

T P + T N + F P + F N 

(11)

• Precision shows the classifier’s exactness, i.e., the rate of

samples that correctly labeled as an attack from all samples

in the test set that were classified as an attack. 

P recision = 

T P 

T P + F P 
(12)

• Recall shows the classifier’s completeness, i.e., the rate of

samples that correctly classified as an attack for all attack

samples that existed in the test set. It is also called Hit, True

Positive Rate (TPR), Detection Rate (DR) or Sensitivity. 

Recall = 

T P 

T P + F N 

(13)

• F1-Score is deemed to be the harmonic mean of both Preci-

sion ( P ) and Recall ( R ) metrics. It is also known as F1 metric.



W. Elmasry, A. Akbulut and A.H. Zaim / Computer Networks 168 (2020) 107042 11 

Fig. 6. LSTM-RNN architectures (a) NSL-KDD (binary) (b) NSL-KDD (multiclass) (c) CICIDS2017 (binary) (d) CICIDS2017 (multi-class). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

F 1 _ Score = 

2 × P × R 

P + R 

(14) 

• False Alarm Rate (FAR) is the rate of normal samples that

were misclassified to an attack for all normal samples that

existed in the test set. It is also called False Positive Rate

(FPR). 

F AR = 

F P 

T N + F P 
(15) 

• Specificity shows the rate of normal samples that were cor-

rectly predicted for all normal samples that existed in the

test set. It is also known as True Negative Rate (TNR). 

Speci f icity = 

T N 

T N + F P 
(16) 

• False Negative Rate (FNR) is the complement of recall, i.e.,

gives information about the rate of attack samples that were

incorrectly classified as a normal class from all attack sam-

ples in the test set. It is also called Miss. 

F NR = 

F N 

(17) 

T P + F N 

 

• Negative Precision shows the rate of correctly classified nor-

mal samples over all samples in the test set that were clas-

sified as a normal class. 

Negati v eP recision = 

T N 

T N + F N 

(18)

• Error Rate gives information about the rate of false predic-

tions for all test set. 

Er ror Rate = 

F P + F N 

T P + T N + F P + F N 

(19) 

• Bayesian Detection Rate (BDR) is based on Base-Rate Fallacy

problem which is firstly addressed by Axelsson [87] . Base-

Rate Fallacy is one of the basis of the Bayesian statistics.

It occurs when people do not take the basic rate of inci-

dence (Base-Rate) into their account when solving problems

in probabilities. Unlike recall metric, BDR indicates the rate

of correctly classified attack samples for all test set taking

into consideration the base-rate of attack class. Mathemati-

cally, let I and I ∗ denote an intrusive and a normal behavior,

respectively. Furthermore, let A and A 

∗ denote the predicted

attack and normal behavior, respectively. Then, BDR can be

computed as the probability P ( I | A ) according to formula (20)
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Fig. 7. DBN architectures (a) NSL-KDD (binary) (b) NSL-KDD (multiclass) (c) CICIDS2017 (binary) (d) CICIDS2017 (multi-class). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[87] . 

BDR = P (I| A ) = 

P (I) × P (A | I) 
P (I) × P (A | I) + P (I ∗) × P (A | I ∗) (20)

where P ( I ) is the rate of the attack samples in the test set,

P ( A | I ) is the Recall, P ( I ∗) is the rate of the normal samples in

the test set, and P ( A | I ∗) is the FAR. 

• Bayesian True Negative Rate (BTNR) is also based on the

problem of Base-Rate Fallacy. It gives information about the

rate of correctly classified normal samples for all test set

such that the predicted normal behavior indicates really a

normal connection [87] . Mathematically, let I and I ∗ denote

an intrusive and a normal behavior, respectively. Moreover,

let A and A 

∗ denote the predicted attack and normal behav-

ior, respectively. Then, BTNR can be computed as the proba-

bility P ( I ∗| A 

∗) according to formula (21) [87] . 

BT NR = P (I ∗| A 

∗) = 

P (I ∗) × P (A 

∗| I ∗) 
P (I ∗) × P (A 

∗| I ∗) + P (I) × P (A 

∗| I) (21)
where P ( I ∗) is the rate of the normal samples in the test set,

P ( A 

∗| I ∗) is the Specificity, P ( I ) is the rate of the attack sam-

ples in the test set, and P ( A 

∗| I ) is the FNR. 

• Geometric Mean (g-mean) combines the Specificity and Re-

call metrics at one specific threshold where both the errors

are considered equal. It has been extremely used for eval-

uating the performance of classifiers on imbalance dataset

[88] . Indeed, it has two different formulas. While, g _ mean 1 
focuses on both the positive and the negative classes [89] ,

g _ mean 2 focuses solely on the positive class [90] . 

g _ mean 1 = 

√ 

Recall × Speci f icity (22)

g _ mean 2 = 

√ 

Recall × P recision (23)

• Matthews Correlation Coefficient (MCC) is a metric that

takes into account all the cells of the confusion matrix in

its equation. It is considered as a balanced measure which

can be used with imbalance datasets, i.e., even if the classes

are of very different sizes [91] . MCC has a range of -1 to

1 where -1 refers to a completely wrong classifier while 1
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refers to a completely correct classifier. As calculated using

formula (24) [92] . 

MCC = 

(T P × T N) − (F P × F N) √ 

(T P + F N) × (T P + F P ) × (T N + F P ) × (T N + F N) 

(24) 

• Training time is the time that elapsed for completing the

training phase of the model. 

• Testing time is the time that elapsed for accomplishing the

testing phase of the model. 

.2. Multiclass classification 

The confusion matrix of a multiclass classification task is built

rom the list of predicted classes versus the true classes [93] . It

s very useful and intuitive measure where the usefulness of this

easure lies in its interpretability. Unlike binary classification, the

our major outcomes have a slightly different meaning in multi-

lass classification. To start with, TN is the number of proper clas-

ification of normal samples. In contrast, FP is the sum of all be-

ign traffic instances that misclassified to any of the attack classes.

P can be calculated according to Eq. (25) , where n is the number

f attack classes, and FP i is the number of benign traffic instances

ncorrectly classified to the i th attack class. TP is the sum of all at-

ack samples that truly classified to their proper attack class, as

alculated using Eq. (26) , where TP i is the number of accurate pre-

ictions of the i th attack class. Finally, FN is the sum of all attack

amples that wrongly classified to the normal class. FN can be cal-

ulated according to Eq. (27) , where FN i is the number of the i th 

ttack class samples misclassified to the normal class. 

 P = 

n ∑ 

i =1 

F P i (25)

 P = 

n ∑ 

i =1 

T P i (26)

 N = 

n ∑ 

i =1 

F N i (27)

Then, the four outcomes are exploited to compute 15 evaluation

etrics which are common measures when performing a multi-

lass classification task. It is worthy to mention that some equa-

ions are modulated to adapt with the terminology definition of

ulticlass classification described above. The list of the evaluation

etrics” definition and their corresponding equations is as follows: 

• Overall Accuracy is the rate of overall true predictions for all

test set. 

O v eral l Accuracy = 

T P + T N 

T est Set Size 
(28)

• Average Accuracy is the average per-class effectiveness of a

classifier [94] . 

A v erageAccuracy = 

∑ l 
i =1 

t p i + t n i 
t p i + t n i + f p i + f n i 

l 
(29) 

where tp i , fp i , tn i , and fn i are the true positive, false posi-

tive, true negative, and false negative for the i th class, respec-

tively, and l is the number of available classes in the dataset.

• Overall Error Rate gives information about the rate of overall

false predictions for all test set. 

O v eral l Er ror Rate = 

F P + F N 

(30)

T est Set Size  
• Average Error Rate is the average per-class classification er-

ror [94] . 

A v erageEr ror Rate = 

∑ l 
i =1 

f p i + f n i 
t p i + t n i + f p i + f n i 

l 
(31)

• Macro-Averaged precision is simply the mean of the preci-

sion of each individual class. 

P recision M 

= 

∑ l 
i =1 

t p i 
t p i + f p i 

l 
(32) 

where M index indicates Macro-Averaging. 

• Macro-Averaged Recall is the average of the recall of each

individual class. 

Recall M 

= 

∑ l 
i =1 

t p i 
t p i + f n i 

l 
(33) 

• Macro-Averaged F1-Score is the average of per-class F1-

measure [95] . 

F 1 _ Score M 

= 

2 × P recision M 

× Recall M 

P rec ision M 

+ Rec all M 

(34) 

• Micro-Averaged Precision is the precision that computed

from the grand total of the numerator and denominator. 

P recision μ = 

∑ l 
i =1 t p i ∑ l 

i =1 (t p i + f p i ) 
(35) 

where μ index presents Micro-Averaging. 

• Micro-Averaged Recall is the summation of the dividends

and divisors that make up the per-class recall metric to cal-

culate an overall quotient. 

Recall μ = 

∑ l 
i =1 t p i ∑ l 

i =1 (t p i + f n i ) 
(36) 

• Micro-Averaged F1-Score is the F1 measure that computed

from the individual micro-averaged precision and recall of

each class. 

F 1 _ Score μ = 

2 × P recision μ × Recall μ

P rec ision μ + Rec all μ
(37) 

• Missed Rate (MR) is a performance metric for a multiclass

classifier that was proposed by Elhamahmy et al. [96] . They

defined a new outcome that can be extracted from a mul-

ticlass confusion matrix, namely, Misclassification of attack

Class (MC). MC determines the number of the particular

attack class samples that incorrectly classified to any an-

other attack class. In this case, these wrongly labeled sam-

ples could not belong to any of the four main outcomes. MR

can be computed using formula (38) [96] . 

M R = 

F N + 

∑ l 
i =1 M C i 

Act ualAt tacksSize 
(38) 

where MC i is the MC of the i th attack class. 

• Wrong Rate (WR) is also a performance metric for a mul-

ticlass classifier, and based on MC outcome [96] . It is the

proportional fraction of incorrectly labeled attack samples to

the all samples in the test set that were classified as attacks,

and can be computed according to formula (39) [96] . 

W R = 

F P + 

∑ l 
i =1 MC i 

T P + F P + 

∑ l 
i =1 MC i 

(39) 

• F-score Per Cost (FPC) is a new metric for a multiclass clas-

sifier, and based on F1-Score, MR, and WR metrics [96] . FPC

value varies from 0 to 1, where 0 refers to a completely
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Table 6 

The main characteristics of the used datasets. 

Characteristics NSL-KDD CICIDS2017 

Year 2009 2017 

Audit format tcpdump pcap 

Number of features 41 80 

Number of protocols 6 5 

Number of attacks 38 20 

Number of Attack categories 4 7 

Number of labeled classes 5 8 

Normal 67,343 18,750 

Attacks 58,630 131,250 

Distribution of the 

training set 

Total 125,973 150,000 

Normal 9711 18,750 

Attacks 12,833 131,250 

Distribution of the test 

set 

Total 22,544 150,000 
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wrong classifier. Otherwise, when it equals 1, it refers to an

ideal classifier. As calculated using formula (40) [96] . 

F P C = 

F 1 _ Score √ 

(F 1 _ Score ) 2 + (Cost) 2 
(40)

where 

Cost = 

√ 

(MR ) 2 + (W R ) 2 

• Training Time and Testing Time metrics are as same as de-

fined in Section 5.1 . 

6. Datasets 

Of importance, there is a need for an effective dataset to

measure the effectiveness of a NIDS. An effective dataset means

a repository consists of enough amount of reliable data, which

reflects the real-world networks. Thus, a quite number of IDS

datasets have been created since 1998. In this paper, we selected

two different IDS datasets, namely, NSL-KDD and CICIDS2017. Al-

though NSL-KDD dataset is relatively old, it is still deemed to be a

well-known benchmark and it is widely used in network intrusion

detection field. For the sake of diversity and exploring up-to-date

IDS dataset, CICIDS2017 dataset is involved in this study. The up-

coming subsections describe the structure of each dataset. Table 6

presents the main characteristics of the used datasets. It is worthy

to say that the number of samples in both training and test sets of

CICIDS2017 dataset in Table 6 is only 10%. 

6.1. NSL-KDD 

It is firstly started when MIT Lincoln Laboratory had con-

structed DARPA dataset [97] in 1998. In short time, it was stated

that DARPA is insufficient in network intrusion detection due to

its limitation to represent real-world network traffic [98] . There-

fore, an updated version of DARPA, namely, KDD CUP 99 is created

in 1999 by processing tcpdump portion [99] . Despite 10% of KDD

CUP 99 has been widely used in the field of network intrusion de-

tection, it suffers seriously from inherent problems which necessi-

tated the need for a new IDS dataset. Hence, Tavallaee et al. have

been proposed in 2009 an improved and reduced version of the

10% of KDD CUP 99 dataset, namely, NSL-KDD [100] . They solved

all drawbacks of the 10% of KDD CUP 99 in two ways. First, they

eliminated all the redundant records from both training and test

sets. Second, they partitioned the records into various difficulty

level, then they selected records from each difficulty level inversely

proportional to the percentage of records in the original 10% of

KDD CUP 99 dataset. As a result, NSL-KDD has a reasonable num-

ber of records in both training and test sets, and makes it afford-

able to run the experiments on the complete set. Further, NSL-KDD

dataset is publicly available on the Internet [101] . 
Regarding the structure of NSL-KDD, every sample is labeled to

ither normal or an attack record. Basically, there are a total of 38

ypes of attacks are included in NSL-KDD. In the training set of

SL-KDD, only samples from 24 types of attacks are appeared. In

ontrast, samples from all types of attacks are appeared in the test

et. This to evaluate the effectiveness of the tested NIDS to detect

ovel attacks which are not appearing in the training set. In addi-

ion to that, in order to improve detection rate, similar attacks are

ombined together into a single category which leads to form four

ajor attacks categories, namely, DoS, Probe, R2L, and U2R. Ac-

ording to that, there are five classes available in NSL-KDD dataset,

hich are Normal, DoS, Probe, R2L, and U2R. Whereas, NSL-KDD

as a total of 125,973 traffic samples in the training set, it has

2,544 samples in its test set. The distribution of samples into each

lass in its training set is as follows: Normal (67343), DoS (45927),

robe (11656), R2L (995), and U2R (52). On the other hand, the

istribution of samples in the test set is as follows: Normal (9711),

oS (7458), Probe (2421), R2L (2887), and U2R (67). 

The NSL-KDD has six different network protocols and services

uch as SMTP, HTTP, FTP, Telnet, ICMP, and SNMP. Finally, it con-

ains 41 features which can be divided into three types, namely,

asic features, traffic-based features, and content-based features.

he data types of these features are nominal (3), binary (4), and

ontinuous (34). 

.2. CICIDS2017 

Canadian Institute for Cybersecurity Intrusion Detection System

CICIDS2017) is modern anomaly-based IDS dataset proposed in

017 and publicly available on the Internet upon a request from

ts owners [102] . The purpose behind the creation of this dataset

s to release a reliable and up-to-date dataset which contains a re-

listic data to help researchers to evaluate their models properly.

oreover, it is reported that this dataset overcomes all shortcom-

ngs of other existed IDS datasets [103] . They used an environment

nfrastructure consists of two separate networks, which are Attack-

etwork and Victim-Network. The Victim-Network is used to pro-

ide the benign behavior by using B-Profile system [104] . On the

ther hand, the Attack-Network is exploited for executing the at-

ack flows. Both of them are equipped with the necessary network

evices and PCs running different operating systems. Furthermore,

hey used CICFlowMeter [102] to analysis the captured pcap data

ver five working days. The network connection records in this

ataset are based on HTTP, HTTPS, FTP, SSH, and email protocols.

n addition to that, the attack flows consist of a total of 20 attacks

nd are grouped into seven major categories, namely, Brute Force,

eartbleed, Botnet, DoS, DDoS, Web attack, and Infiltration. Finally,

ICIDS2017 contains 80 different features as well as a class label to

dentify the particular traffic record to one of eight possible classes.

Unlike NSL-KDD dataset in which there is a specified number

f samples for both training and testing, CICIDS2017 is a very huge

ataset which has approximately 3 million network flows in differ-

nt files [102] . Further, in CICIDS2017 dataset, there is no specified

raining or test sets to be used in the experiments. Therefore, we

ave selected 10% of CICIDS2017 for training and testing in order

o reduce the training and testing time reasonably. Because when

sing the full size of CICIDS2017, the training and testing times

ould be too long. The 10% of CICIDS2017 is selected randomly by

sing the sampling without replacement technique to ensure that

nce an object is selected, it removed from the population. For

he sake of ensuring the diversity of traffic records and avoiding

verfitting, we have implemented balanced training and test sets,

hat is, they are equivalent in size (150 thousand samples in each).

he samples in the training set are evenly distributed as follows:

ormal (18750), Brute Force (18750), Heartbleed (18750), Botnet

18750), DoS (18750), DDoS (18750), Web attack (18750), and In-
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Table 7 

The binary classification results of NSL-KDD-experiment. 

Metric (%) DNN LSTM-RNN DBN 

− + − + − + 

Accuracy 92.18 97.72 94.07 98.8 95.72 99.79 

Precision 95.77 99.6 97.23 99.7 98.37 99.83 

Recall 90.25 96.38 92.21 98.18 94.04 99.81 

F1-Score 92.93 97.96 94.65 98.94 96.16 99.82 

FAR 5.26 0.51 3.47 0.39 2.06 0.23 

Specificity 94.74 99.49 96.53 99.61 97.94 99.77 

FNR 9.75 3.62 7.79 1.82 5.96 0.19 

Negative Precision 88.03 95.41 90.36 97.65 92.56 99.74 

Error Rate 7.82 2.28 5.93 1.2 4.28 0.21 

BDR 95.77 99.6 97.23 99.7 98.37 99.83 

BTNR 88.03 95.41 90.36 97.65 92.56 99.74 

g _ mean 1 92.47 97.92 94.34 98.89 95.97 99.79 

g _ mean 2 92.97 97.97 94.69 98.94 96.18 99.82 

MCC 84.39 95.43 88.16 97.57 91.45 99.57 

Training time (sec) 7938 740 8241 936 9059 1552 

Testing time (sec) 1421 132 1475 168 1621 278 
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Table 8 

The binary classification results of CICIDS2017-experiment. 

Metric 

(%) 

DNN LSTM-RNN DBN 

− + − + − + 

Accuracy 92.92 97.85 94.41 98.83 95.82 99.91 

Precision 99.5 99.96 99.69 99.98 99.83 99.99 

Recall 92.38 97.58 93.9 98.68 95.38 99.92 

F1-Score 95.81 98.76 96.71 99.33 97.56 99.95 

FAR 3.24 0.28 2.02 0.16 1.11 0.1 

Specificity 96.76 99.72 97.98 99.84 98.89 99.9 

FNR 7.62 2.42 6.1 1.32 4.62 0.08 

Negative Precision 64.45 85.5 69.65 91.55 75.37 99.41 

Error Rate 7.08 2.15 5.59 1.17 4.18 0.09 

BDR 99.5 99.96 99.69 99.98 99.83 99.99 

BTNR 64.45 85.5 69.65 91.55 75.37 99.41 

g _ mean 1 94.54 98.64 95.92 99.26 97.12 99.91 

g _ mean 2 95.87 98.76 96.75 99.33 97.58 99.95 

MCC 75.5 91.19 79.82 94.96 84.2 99.61 

Training time (sec) 9310 1274 10,043 1492 10,688 1617 

Testing time (sec) 4665 637 5029 846 5439 915 
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ltration (18750). Then, the same process is repeated again when

reating the test set, but with samples which do not exist in the

raining data, and are equally distributed as same as in the train-

ng set. Furthermore, some types of attacks are included only in

he test set rather than in the training set to examine the ability

f the used NIDS to classify them correctly. According to this pro-

edure, we believe that both training and test data are balanced

nd the used models will not bias to any class during the training

hase. 

. Results and discussion 

The double PSO-based algorithm was implemented using

ython programming language version 3.6.4 [105] with NumPy li-

rary [106] . Further, we deployed all deep learning models by us-

ng Keras open source neural network library [107,108] over Ten-

orFlow machine learning framework version 1.6 [109,110] with

UDA integrated backend version 9.0 [111] and cuDNN version 7.0

112] . The hardware environment is as follows: Intel Core i7 CPU

3.8 GHz, 16 MB Cache), 16 GB of RAM, and the Windows 10 op-

rating system (64-bit mode). In order to accelerate the computa-

ions and improve efficiency, the GPU-accelerated computing with

VIDIA Tesla K20 GPU 5 GB GDDR5 is also utilized. In the follow-

ng subsections, we present our experimental results and discuss

hem via three different analyses such as performance analysis,

riedman statistical test, and ranking methods. 

.1. Performance analysis 

The key component of the effectiveness of a model in intru-

ion detection based on its score of evaluation metrics. The higher

alues in Accuracy, Precision, Recall, and F1-Score, as well as the

ower values of FNR, Error Rate, and FAR indicate an efficient clas-

ifier. The ideal classifier has Accuracy and Recall values reach 1, as

ell as FNR and FAR values reach 0. 

.1.1. Binary classification 

Tables 7 and 8 present the values of the evaluation metrics for

SL-KDD-experiment and CICIDS2017-experiment, respectively. In 

act, all values are presented in the percentage format except Train-

ng time and Testing time in seconds. Moreover, the bold values

epresent the best results among the same dataset. To show perfor-

ance differences, the columns with minus sign (-) in Tables 7 and

 refer to the results of the model without using our approach (full

eature set), meanwhile the columns with plus sign (+) refer to the
esults of the model when applying a pre-training phase using the

roposed double PSO-based algorithm. 

Regarding datasets, all used models gained higher performance

n CICIDS2017 than on NSL-KDD. This due to the fact that CI-

IDS2017 dataset is modern form of IDS datasets which is more

eliable than NSL-KDD dataset. However, the training and testing

imes of all models recorded for NSL-KDD is less than the corre-

ponding values for CICIDS2017. This can be explained by the fact

hat NSL-KDD dataset has a small number of features (41 for full-

eatured, 10 for feature subset) compared to CICIDS2017 (80 for

ull-featured, 23 for feature subset). Also, the number of samples

n the training and test sets of CICIDS2017 is larger than those in

SL-KDD dataset. 

As we expected, the deep learning models with pre-training

hase outperformed the same models without pre-training in

erms of all metrics and for all datasets. This was possible due to

he impact of using the double PSO-based algorithm in the pre-

raining phase of deep learning models. As described in Section 3 ,

he double PSO-based algorithm generates the reduced dataset

ith optimal feature subset which simplifies the structure of the

odel. In addition to that, the double PSO-based algorithm at-

empts to select the optimal hyperparameters of the model that

aximizes accuracy on the given dataset. According to Eq. (11) , as

he accuracy value increases, the sum of TP and TN in the numer-

tor will be increased significantly since the denominator is con-

tant. Therefore, this yields to definitely increase the value of clas-

ification metrics such as recall, as well as to decrease the value

f misclassification metrics such as false alarm rate. According to

he findings, the deep learning models with pre-training increased

he recall metric by 4% to 6% and decreased the false alarm rate

etric by 1% to 5% from the corresponding values of same models

ithout pre-training on the same dataset. 

At a glance, LSTM-RNN models performed superior than DNN

odels in terms of all evaluation metrics regarding all datasets.

he fact behind this culminate of the results that instead of using

he traditional artificial neurons in all hidden layers, the LSTM-RNN

odel uses LSTM memory cells. Moreover, the LSTM-RNN mod-

ls have extra hidden-to-hidden connections, that is, among the

rocessing elements in the same hidden layer. Thus, these built-

n characteristics of the LSTM-RNN models which do not exist in

NN models, enable the classifier to memorize the previous states,

xplore the dependencies among them, and finally use them along

ith current inputs to predict the output. Meanwhile, the differ-

nce between the performance of LSTM-RNN and DNN models on

ll datasets is significant for recall metric which is between 1% and
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Fig. 8. The standard metrics comparison between models on each dataset. (a) Accuracy (b) Recall (c) F1-Score (d) FAR. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 9 

The multiclass classification results of NSL-KDD-experiment. 

Metric 

(%) 

DNN LSTM-RNN DBN 

− + − + − + 

Overall Accuracy 73.35 90.63 74.68 93.6 86.53 96.91 

Average Accuracy 89.34 96.25 89.87 97.44 94.61 98.77 

Overall Error Rate 25.09 7.84 23.09 5.49 12.03 2.45 

Average Error Rate 10.66 3.75 10.13 2.56 5.39 1.23 

Precision M 83.37 93.86 83.3 95.85 91.39 98.1 

Recall M 47.61 80.61 50.4 86.19 69.82 92.29 

F 1 _ Score M 60.61 86.73 62.81 90.76 79.16 95.11 

Precision μ 73.35 90.63 74.68 93.6 86.53 96.91 

Recall μ 73.35 90.63 74.68 93.6 86.53 96.91 

F 1 _ Score μ 73.35 90.63 74.68 93.6 86.53 96.91 

MR 43.53 14.81 42.37 10.38 21.85 5.07 

WR 9.62 4.83 9.47 2.68 5.27 1.53 

FPC 84.59 98.57 85.69 99.36 96.81 99.85 

Training time (sec) 9452 881 9813 1115 10,787 1848 

Testing time (sec) 1692 157 1756 200 1930 331 

Table 10 

The multiclass classification results of CICIDS2017-experiment. 

Metric 

(%) 

DNN LSTM-RNN DBN 

– + – + – + 

Overall Accuracy 76.19 88.04 78.81 92.41 82 95.81 

Average Accuracy 94.05 97.01 94.7 98.1 95.5 98.95 

Overall Error Rate 6.29 2.34 5.25 1.23 4.03 0.58 

Average Error Rate 5.95 2.99 5.3 1.9 4.5 1.05 

Precision M 76.35 88.08 78.92 92.44 82.08 95.82 

Recall M 76.19 88.04 78.81 92.41 82 95.81 

F 1 _ Score M 76.27 88.06 78.87 92.43 82.04 95.81 

Precision μ 76.19 88.04 78.81 92.41 82 95.81 

Recall μ 76.19 88.04 78.81 92.41 82 95.81 

F 1 _ Score μ 76.19 88.04 78.81 92.41 82 95.81 

MR 24.33 12.76 21.9 8.21 18.89 4.63 

WR 23.24 12.02 20.81 7.77 17.88 4.3 

FPC 92.94 98.26 94.42 99.31 95.96 99.79 

Training time (sec) 13,950 1911 150,645 2238 16,032 2426 

Testing time (sec) 6998 956 7544 1269 8156 1373 
2%, but it is very small for false alarm rate metric which is between

0.1% and 0.2% in all cases. 

Although DNN models scored the best training and testing

times, the experimental results demonstrated the superiority of

DBN models over other deep learning models on all datasets. This

due to the nature of DBN’s deep structure where consists of several

RBMs followed by a fully-connected BP layer. The RBMs try to learn

the useful features from the inputs by using their hidden and visi-

ble layers. During the learning process, the RBMs are pre-trained in

an unsupervised manner. Then, the shorten extracted features are

fed to a BP layer which is fine-tuned with the whole network by

using back-propagation in a supervised manner. Hence, this func-

tionality makes DBN as a robust classifier that able to deeply un-

derstand the underlying task. The DBN models gained excellent re-

sults on all datasets such that recall between 99.81% and 99.92%

and false alarm rate between 0.1% and 0.23%. In spite of that, DNN

and LSTM-RNN models also performed very well in network intru-

sion detection on the used datasets. 

For the sake of brevity and space limitation, we selected only

the standard classification metrics to be presented visually in

Fig. 8 . Fig. 8 (a), 8(b), 8(c), and 8(d) show Accuracy, Recall, F1-Score,

and FAR percentages of all models in each dataset, respectively.

Whereas in Fig. 8 , the notation ( M−) denotes a deep learning

model M without pre-training phase applied on the full-featured

dataset, ( M+ ) denotes a deep learning model M with pre-training

using the proposed algorithm. Fig. 8 can give us a visual compari-

son of the performance of all models on each dataset. 

7.1.2. Multiclass classification 

Tables 9 and 10 present the values of the evaluation metrics

for NSL-KDD-experiment and CICIDS2017-experiment, respectively.

All values are presented in the percentage format except Training

time and Testing time in seconds. The minus and plus signs in

Tables 9 and 10 have the same meaning as in Tables 7 and 8 . 

In like manner, NSL-KDD dataset has an imbalanced structure.

The imbalanced dataset typically refers to a problem with classifi-
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Fig. 9. The detection rate of models for each class in the dataset. (a) NSL-KDD (b) CICIDS2017. 
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ation tasks where the entire classes are not represented equally.

n the case of NSL-KDD dataset, the test set distribution is as

ollows 43%, 33%, 10.7%, 13%, and 0.3% for Normal, DoS, Probe,

2L, and U2R classes, respectively. Therefore, the learning mod-

ls tend to classes with the vast majority of samples rather than

ith ones of the small minority. This leads to, NSL-KDD dataset is

ore suitable to binary classification, where there is a small differ-

nce between Normal (43%) and Attack (57%) classes, rather than

o multiclass classification. On the other hand, we have used a bal-

nced structure of CICIDS2017 dataset which enhanced the results

n most cases. 

As a matter of fact, the accuracy value is only reflecting the

nderlying class distribution in the dataset. This condition is also

nown as the accuracy paradox where the accuracy value does

ot reflect the exact performance of the model. In general, micro-

veraged metrics are more preferable to be used with imbalanced

atasets, that is, when we want to bias all the classes towards the

requent class. In contrast, the macro-averaged metrics are useful

ith balanced datasets and we want to put the same emphasis

n all the classes by giving equal weight to each individual class.

owever, the training and test times’ values in the results of mul-

iclass classification are higher than the corresponding values in

inary classification. This due to the architecture of the models in

ulticlass classification is more complex than those in binary clas-

ification. 

Obliviously, our findings confirmed that the models with pre-

raining phase outperformed the models without pre-training in all

etrics and for all datasets. Figs. 9 (a) and 9(b) depict the detection

ate for each entire class in NSL-KDD and CICIDS2017 datasets, re-

pectively. According to Fig. 9 , our proposed approach not only en-

anced the performance of the models compared to the models

ithout using our approach, but also increased the detection rate

f each class significantly. 

.1.3. Double PSO vs. PSO 

In this subsection, we present an empirical comparison be-

ween double PSO and PSO to justify the reason behind using dou-

le PSO rather than one PSO in our experiments. Indeed, our pro-

osed approach utilizes a double PSO-based algorithm in the pre-

raining phase of the deep learning model to execute two main

rocesses: feature and hyperparameter selection. Thus, it is worthy

o show performance differences between using double PSO and

sing one PSO for either feature selection or hyperparameter selec-

ion in the pre-training phase. Firstly, Table 11 compares between

ur results and the results of some related works in Section 2 that

dopted optimization techniques for only feature selection. 

We can notice easily that our deep learning models especially

BN outperformed all the listed models in Table 11 . Despite the
tudies of Tang et al. [6] and Ahmad [7] had generated smaller fea-

ure subsets than our proposed double PSO-based algorithm, but

he selected features in our study improved the overall perfor-

ance of the models in both binary and multiclass classifications.

econdly, Table 12 presents a comparison between the results of

ouble PSO and the results of PSO when the latter is used only for

yperparameter selection in the pre-training phase. The bold val-

es in Table 12 refer to the best score among the same dataset. 

As we can notice from Table 12 , the performance of double PSO

utperformed PSO in terms of all metrics and for all datasets. Fi-

ally, based on our findings, we can highlight the importance of

sing the proposed double PSO-based algorithm in the pre-training

hase of the model which will lead to improve the performance of

he model significantly in network intrusion detection. 

.1.4. Comparison to other previous works 

In this subsection, we provide an indicative comparative analy-

is to other previous studies in Section 2 which are not used pre-

raining phase for feature or hyperparameter selection. Table 13

hows the performance differences between our models with pro-

osed double PSO-based algorithm and some previous studies

ithout pre-training phase. 

From Table 13 , we can demonstrate the superiority of our pro-

osed approach over all listed previous studies in terms of perfor-

ance in intrusion detection. This due to the existence of the pre-

raining phase that helps to select the optimal features and hyper-

arameters just before the training phase. However, our proposed

pproach has a drawback that it increases the time needed for

raining and testing, but according to findings in Tables 7–10 the

ecorded training and testing times of our models are still accept-

ble (not too long). 

.2. Friedman test 

The Friedman test is a well-known non-parametric statistical

est for discovering the differences between several repeated treat-

ents [113] . Non-parametric means the test does not assume your

ata comes from a particular distribution. In this study, we have

wo related treatments ( k = 2 ) each for one of the datasets, and

ix subjects ( Z = 6 ) in every treatment in such a way that each

ubject is related to one of the models. The null hypothesis for the

riedman test is that all the treatments have identical effects, that

s, there are no differences between the treatments. Mathemati-

ally, we can reject the null hypothesis if and only if the calculated

riedman test statistic ( FS ) is larger than the critical Friedman test

alue ( FC ), and the calculated probability ( P − v alue ) is less than

he selected significance level ( α). Table 14 shows the results of

he Friedman test for TP, TN, FP, and FN measurements. In all tests,
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Table 11 

Comparison between double PSO and some related works for feature selection of NSL-KDD dataset . 

Study Optimization algorithm Model No. of features DR (%) FAR (%) 

[6] Manual DNN 6 76 –

[7] PCA MNN 20 96.6 3.4 

GA MNN 10 98.2 1.8 

PSO MNN 8 99.4 0.6 

[8] AR DT 22 – –

[9] CFS + IG Naive Bayes 13 – 4.2 

[10] Manual CART 29 88.23 –

[11] hybrid Bi-Layer behavioral-based method – 20 – –

[12] Mutual information LSSVM 18 98.76 0.28 

[14] K-means + GA – 19 – –

[15] Univariate method with a recursive feature elimination DT 12 99.79 –

[16] SVM SVM 36 82 15 

Our 

study 

Double 

PSO 

DNN 10 96.38 0.51 

LSTM-RNN 10 98.18 0.39 

DBN 10 99.81 0.23 

Table 12 

Comparison between double PSO and PSO when it is used only for hyperpa- 

rameter selection. 

Dataset Optimization algorithm Model DR (%) FAR (%) 

NSL-KDD PSO DNN 92.22 2.4 

LSTM-RNN 95.36 1.66 

DBN 98.8 1.55 

Double 

PSO 

DNN 96.38 0.51 

LSTM-RNN 98.18 0.39 

DBN 99.81 0.23 

CICIDS2017 PSO DNN 94 1.9 

LSTM-RNN 95.38 1.3 

DBN 96.68 0.8 

Double 

PSO 

DNN 97.58 0.28 

LSTM-RNN 98.68 0.16 

DBN 99.92 0.1 

Table 13 

Comparison between our results and previous studies without pre-training 

phase. 

Study Technique DR (%) FAR (%) 

[27] Non-symmetric AE 85.42 14.58 

[28] Accelerated DNN + AEs+Softmax layer 97.5 3.5 

[29] RNN 72.95 3.44 

[31] DBN + ELM 91.8 –

[32] AE + DBN+DNN+ELM 97.95 14.72 

Our 

study 

Double PSO + DNN 96.38 0.51 

Double PSO + LSTM-RNN 98.18 0.39 

Double PSO + DBN 99.81 0.23 

Table 14 

The results of the Friedman test for each outcome ( α = 

0 . 05 ). 

Measurement FS FC P-value 

TP 12 7 0.01431 

TN 12 7 0.01431 

FP 9.33 7 0.0094 

FN 12 7 0.01431 

 

 

 

 

 

 

 

 

 

Fig. 10. The Critical Difference Diagram of the used models on all datasets. 
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we have selected the significance level equals 0.05 because it is

fairly common. 

Accordingly, we rejected the null hypothesis of the Friedman

test, because in all cases ( FS > FC ) and ( P − v alue < α). Hence, it

can be concluded that the scores of the models for each measure-

ment are significantly different from each other. In order to inter-

pret the results of the Friedman test visually, we also plotted the

Critical Difference Diagram [114] . Fig. 10 presents the Critical Dif-

ference Diagram of the used models on all datasets. Finally, we ob-

tained the Critical Difference (CD) value which is shown as a bar

above the figure equals 5.3319. 
.3. Ranking methods 

The ranking methods are usually utilized to show the trade-off

etween different machine learning algorithms as well as to eval-

ate the performance of them in order to choose the optimal clas-

ifier. The main advantages of the ranking methods are enabling

isualization or summarization performance over the classifier’s

ull operating range, and highlighting the information related to

kew of the data [90] . In this paper, we have selected two popular

anking methods, namely, Receiver Operating Characteristic (ROC)

urves and Precision-Recall (PR) curves. The major difference be-

ween them is PR curves give a more informative picture of the

odel’s performance when dealing with imbalanced datasets [115] .

n other words, PR curves are better for a class imbalance problem.

therwise, ROC curves are better for balanced datasets. 

At the outset, a ROC curve is a plot of the true positive rate (or

ecall) as a function of the false positive rate (or FAR) of a clas-

ifier [116] . The diagonal line of ROC is deemed to be a reference

ine which indicates 50% of performance is achieved. The top-left

orner of ROC refers to the best performance with 100%. Fig. 11

hows ROC curves of the tested models on CICIDS2017 dataset. 

The Area Under the ROC Curve (AUC-ROC or simply AUROC) is

 widely used measure to compare quantitatively between various

OC curves [117] . AUROC value summarizes the corresponding ROC

urve into a single value between 0 and 1. The optimal classifier

ill have AUROC value equals 1. Table 15 presents AUROC values

f ROC curves which are plotted in Fig. 11 . 

On the other hand, an PR curve is a plot of the precision on Y-

xis versus the recall on X-axis. The ideal model gives an PR curve

t the upper-right corner, which means that this model got only

he true positives with no false positives and no false negatives

115] . Fig. 12 depicts PR curves of the tested models on NSL-KDD

ataset. 

Finally, the Area Under the PR Curve (AUC-PR or simply AUPR)

s the area under the PR curve of a model [118] . Basically, the AUPR

alue is in the range of [0,1] and the perfect classifier has an AUPR
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Fig. 11. ROC curves of the models over CICIDS2017 dataset. 

Fig. 12. PR curves of the models over NSL-KDD dataset. 

Table 15 

AUROC values of ROC curves. 

Model AUROC 

DNN − 0.9457 

DNN + 0.9865 

LSTM_RNN − 0.9594 

LSTM_RNN + 0.9926 

DBN − 0.9713 

DBN + 0.9991 

Table 16 

AUPR values of PR curves. 

Model AUPR 

DNN − 0.9301 

DNN + 0.9799 

LSTM_RNN − 0.9472 

LSTM_RNN + 0.9894 

DBN − 0.962 

DBN + 0.9982 
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alue equals 1. Table 16 presents AUPR values of PR curves which

re plotted in Fig. 12 . ROC and PR curves show that models in the

rder: DBN, LSTM-RNN, and DNN have the effective performance

n network intrusion detection over all datasets. However, all the

sed models still have a pretty good fit. 

. Conclusion 

In this paper, we presented a comprehensive empirical study

n network intrusion detection using three deep learning mod-
ls: DNN, LSTM-RNN, and DBN. These models are pre-trained by

everaging a double PSO-based metaheuristic algorithm. The re-

italized algorithm consists of two levels: the upper level where

he optimal feature subset is selected for the given dataset, fol-

owing that in the lower level, the vector of optimized hyperpa-

ameters is determined automatically to maximize accuracy over

he reduced dataset. We utilized two common well-known IDS

atasets in our experiments, namely, NSL-KDD and CICIDS2017. The

rst one is considered as a benchmark and widely used in the lit-

rature, whereas the latter is the most up-to-date reliable NIDS

ataset. Further, we carried out our experiments in two different

erspectives, the binary, and multiclass classifications. In order to

ive a deep view of models’ performance, we have evaluated the

xperimental results using performance analysis, Friedman statisti-

al test, and two ranking methods. The experimental results reveal

hat our approach performed an achievement in network intrusion

etection compared to the models without having the pre-training

hase. Moreover, our deep learning approach outperformed the

erformance of deep learning models in the previous studies as

ell as proved its ability to enhance the accuracy and detection

ate by 4% to 6% as well as decrease the false alarm rate by 1% to

% in most cases. 
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